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ABSTRACT

Probability of decryption failure of a public key cryptography based on LWE(learning with errors) is determined by its
architecture and parameter settings. Since large decryption failure probability leads to attacks[1] on scheme as well as
degradation of performance, TiGER[2], a Ring-LWE(R)-based KEM proposed for the first round of KpqC, tried to reduce
the decryption failure probability by using error correction code Xef and D2 encoding method. However, D’Anvers et al.
has shown that the commonly assumed independence of each bit error is not established since in the case of an encryption
scheme based on Ring-LWE(R) using an error correction code, there is error dependency which is not negligible[3]. In this
paper, since TiGER does not consider the error dependency, we calcualte the decryption failure probability of TiGER by
considering the error dependency. In addition, we found that the bit error probability is incorrectly calculated in TiGER, so
we present the correct calculation.
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Algorithm D2 encoding(m = {0.1 }n/z)

1. for i=0 to n/2—1 do

2 for j=0 to 1 do

3. m2i+ij|=mli] %
4 endfor

5. endfor

6. return m

Fig. 1. D2 encoding algorithm

Algorithm D2_decoding(meZz)

1. for i=0 to »/2—1 do

2 if m2i]+ml2i+1] < ¢/2 then
3 mli] =0

4 else

5. mli]=1

6 endif

7. endfor

8. return m

Fig. 2. D2 decoding algorithm
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Algorithm KeyGen()
1 i A‘*R(jx ", SA(*XS_\ (R;:). eA‘*'Xe_\ (R(:)

2. b: l% . (ASA+CA)-‘ ER;

3. return(pk:=(A,b),sk:=s,)

Fig. 3. Key generation algorithm of a general
Ring/Mod-LWE/LWR based encryption scheme

Algorithm Enc(pk=(A,b).m)
L. sg/ o, (R)-e e R).cf e 7,

2 b L1b]
P
3. m,..=ecc_enc(m)
ky
4. ¢,= | — (AsB +eg’) ]
5 o= Lk(b csp ey +Lm )]
- =2 q q B B 2 ‘e

6. return (c,, )

Fig. 4. Encryption algorithm of a general
Ring/Mod-LWE/LWR based encryption scheme

Algorithm Dec(sk=s,.c =(c;, )

4. (4
1. m., 7?2(‘2 ('l'_fICI) : SA
2. m' =ecc_declm,,)

3. return w’

Fig. 5. Decryption algorithm of a general
Ring/Mod-LWE/LWR based encryption scheme
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Table 1. Modeling of errors from rounding
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1 1 1 1 1
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Table 2. Parameter sets of TiGER

l n q p kl k2 hsA hsB, he
TiGER128 1 512 256 128 64 16 142 110 32

TiGER192 1 1024256 128 64 4 132132 32
TiGER256 1 1024256 128 128 4 196 196 32
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Table 3. Decryption failure probability of TiGER

Parameter DFP (log,)

sets TiGER spec. Our results
TiGER128 -145.75 -63.01
TiGER192 -150.41 -38.64
TiGER256 -201.29 -54.40

Table 4. Bit error probability of TiGER
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Table 5. Compraison between independency
model and dependency model on decryption
failure probability of TiGER

DFP with Xef(log,)
Parameter
sets Our results Our results

(Indep. model) | (Dep. model)
TiGER128 -64.32 -57.05
TiGER192 -39.97 -32.77
TiGER256 -56.08 -48.59
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Table 6. Parameter sets of TiGER v3.0

l n q P kl k2 hsA hSB, he
TiGER128 1 512 256 128 128 8 104 104 32

TiGER192 1 1024256 128 128 8 116 116 32
TiGER256 1 1024256 128 256 8 184 184 32
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Table 7. Ciphertext size of TiGER v3.0 (Bytes)

Parameter
ct (v2.0) ct (v3.0)
sets
TiGER128 640 640
TiGER192 1,024 1,280
TiGER256 1,152 1,408

Table 8. Decryption failure probability of
TiGERv3.0 in independency model

, (logy) DFP (log,)
Par.
sets TiGER Our TiGER Our
spec. results spec. results
128 -41.06 -41.72 -132.86 | -135.47
192 -39.60 -39.16 -187.10 | -184.47
256 -35.62 -34.90 -163.21 | -158.89
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Table 9. Decryption failure probability of
TiGERv3.0 in dependency model

Parameter DFP (log2)

sl TiGER spec. Our results

TiGER128 -132.86 -127.26
TiGER192 -187.10 -174.15
TiGER256 -163.21 -150.36
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